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Secure Global Desktop
Installation Guide

Abstract

This book explains what is required to install Secure
Global Desktop successfully, and then it explains how
to install Secure Global Desktop. This book also
provides step-by-step procedures for joining an
existing team, restoring a team, and upgrading an
existing Secure Global Desktop installation. After the
install, an administrator should refer to the Secure
Global Desktop Administrator Guide for instructions
on configuring Secure Global Desktop. The book also
explains how to uninstall Secure Global Desktop.
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About This Book
What's in this book?

About This Book

What'sin thisbook?

This book explains what is required to install Secure Global Desktop successfully, and then it
explains how to install Secure Global Desktop. This book also provides step-by-step procedures
for joining an existing team, restoring a team, and upgrading an existing Canaveral iQ installation.
After the install, an administrator should refer to the Secure Global Desktop Administrator Guide
for instructions on configuring Secure Global Desktop. The book also explains how to uninstall
Secure Global Desktop.

| ntended audience

This book is primarily intended for administrators and system administrators who will be involved in
installing a Secure Global Desktop team.

Using this book

This book is organized as follows:
TABLE 1. Contents and description

Chapter/Appendix Brief Description

"Server Requirements" (Page This chapter provides the server requirements for Secure Global

4) Desktop.

"Data Elements" (Page 6) This chapter lists and explains the data elements you need to know

before you begin installing a Secure Global Desktop team.

"Installation Concepts" (Page 9) | This chapter explains the Secure Global Desktop concepts you need to
be familiar with before you install a Secure Global Desktop team.

"Beginning the Installation” This chapter provides step-by-step procedures for planning for a

(Page 12) successful install and beginning a Secure Global Desktop install.

"Creating a Team" (Page 19) This chapter provides step-by-step procedures for creating a new
team.

"Joining a Team" (Page 29) This chapter provides step-by-step procedures for joining an existing
team.

"Restoring a Team" (Page 33) This chapter provides step-by-step procedures for restoring an existing
Secure Global Desktop installation.

"Upgrading Secure Global This chapter provides step-by-step procedures for upgrading an
Desktop" (Page 48) existing Secure Global Desktop installation.

"Local Server Install" (Page 38) | This chapter provides step-by-step procedures for a local server install.
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TABLE 1. Contentsand description

Chapter/Appendix

Brief Description

"Uninstalling Secure Global This chapter provides step-by-step procedures for uninstalling Secure

Desktop" (Page 3)

Global Desktop.

"About Us" (Page 5)

This chapter provides information about Tarantella and Secure Global
Desktop.

Book Conventions

Book conventions used throughout this book are as follows:

TABLE 2. Book Conventions

This... Indicates...
Abbreviated menu Menu commands in text may be abbreviated rather than
command full. For example, the text may ask you to click

Download, and the screen may show a Download
Now button.

Successive menu

Successive menu choices may appear with a greater than

choices sign (>) between the items that you will select
consecutively.
Bold text This shows the names of menu items, dialog boxes,

dialog box elements, and commands.

Couri er text

Code examples appear in courier text. It may represent
text you type or data you read.

<variable name>

Variables that you must place in a text may appear
between a greater-than and a lesser-than sign. When you
type the command, replace this string with your own
information. For example, for C:\Document and
Settings\<your name>\Start Menu, John Smith might type
something like C:\Document and
Settings\JohnSmith\Start Menu.

Text in italics

Reference to other documents.

! NOTE

Notes contain additional useful information. Pay special attention to information

highlighted this way.

Secure Global Desktop Installation Guide--20 December 2004 2
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Related resources

The following books make up the complete Secure Global Desktop documentation.

» Secure Global Desktop Installation Guide
» Secure Global Desktop Administrator Guide
» Secure Global Desktop User Guide

Send usyour comments

Send us your comments on the Secure Global Desktop™ Installation Guide, version 4.0.

Tarantella Inc. welcomes your comments and suggestions on the quality and usefulness of this
publication. Your feedback is an important part of the information used for updating documentation.
Please send us your input regarding any of the following:

» Did you find any errors?

» Is the information clear?

» Do you need more information? If so, where should it be?

» Are the examples correct? Do you want more examples?

* What features of this manual did you like?

If you find any errors or have any other suggestions to improve the quality of this publication,
please indicate the chapter, section, and page number (if available).

You can submit comments to us in the following ways:

*  Email
documentation@tarantella.com
« FAX:

408.296.8600

Attn: Technical Publications
e U.S. Mail:

Tarantella Inc.

425 Encinal Street,

Santa Cruz,

California 95061-1900

If you would like a reply, please include your name, address, and telephone number.
Printing this book
This guide is optimized for printing on Letter page size (8.5 inches by 11 inches). If you would like

to print on any other page size, selectthe Fit t o page check box in the Print window before you
print this guide.

Secure Global Desktop Installation Guide--20 December 2004 3


mailto:documentation@tarantella.com

Server Reguirements
What's in this chapter?

Server Requirements

What’sin this chapter?

This chapter provides the server requirements for Secure Global Desktop.

Secure Global Desktop Server
requirements

This section lists the software and hardware requirements for the Secure Global Desktop server,
and the browser requirements.

Hardware

You can install Secure Global Desktop on the same Windows 2000 server that you are going to
use as your Application Server.

The following are the minimum requirements to run Secure Global Desktop.

« Pentium Il

e 256 MB of RAM
We recommend the following for Windows Terminal Servers that are required to support over 25
concurrent users:

e 450 MHz Pentium Il processor or better

e 1024 MB of RAM

Software

* Windows 2000 Server or Advanced Server with Service Pack 3 or Windows Server 2003,
Standard Edition or Windows Server 2003, Enterprise Edition or Windows Server 2003,
Web Edition (only as Web Server).

» Terminal Services installed in Application Server Mode with the service running.
* Internet Information Services (IIS) 5 or Internet Information Services (I1S) 6.
» Microsoft Windows Installer 1.1 is required, but version 2.0 is strongly recommended.

» If you have more than one SQL Server 2000 instance running, so that the SQL Server is
running in Named Instance mode, then you must have MDAC 2.6 or MDAC 2.7 installed on
all Secure Global Desktop Servers. MDAC 2.6 or MDAC 2.7 must be installed on each
Secure Global Desktop server, no matter which Secure Global Desktop server role each
server holds.
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Database

Secure Global Desktop stores data in SQL databases, and it currently supports the following
databases:

* Microsoft SQL Server 7.0 Service Pack 3

» Microsoft SQL Server 2000 Service Pack 3

» Microsoft Data Engine (shipped with the Secure Global Desktop CD) with Service Pack 3
During the installation, the Secure Global Desktop installation program will create a database

called CanaveralDB to hold tables and stored procedures required for Secure Global Desktop
operation.

! NOTE

All Secure Global Desktop Servers must have access to this database.

Preparing the SQL and M SDE databases

During the installation, you need to verify that all of the options for Auto Start Services When
Operating System Starts are selected. Follow the appropriate procedure for SQL Server 2000/7 or
for MSDE.

To verify this with SQL Server 2000, SQL Server 7 or MSDE:

1. Access the SQL or MSDE server, open the SQL Server Service Manager located on the
task bar.

2. Make sure SQL Server and Distributed Transaction Coordinator are set to Auto-Start When
The OS Starts.

Installing the Microsoft Data Engine

If you do not have access to Microsoft SQL Server (7 or 2000), then you can install the Microsoft
Data Engine (MSDE), a database that is packaged on the Secure Global Desktop CD.

Required browsers

Both the Secure Global Desktop administrators and the Secure Global Desktop users require
browsers to access Secure Global Desktop.

Administrators cannot use a Netscape browser, they require an Internet Explorer browser, and
they can use the following browsers:

* Internet Explorer 5.5, Internet Explorer 6 with Service Packl
Users can use the following browsers:

* Internet Explorer 5.0 or later

* Netscape Navigator 4.75 (Netscape 4.73 is not supported and Netscape 6 is not yet
supported)
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Data Elements

What’sin this chapter?

This chapter lists and explains the data elements you need to know before you begin installing a
Secure Global Desktop team.

Required data elements

Collect the information listed below to complete your Secure Global Desktop server-side software
installation.

Domain Name

Identify the name of the Windows Domain that you will be using when installing Secure Global
Desktop. This document assumes that the domain associated with your User Name is the same as
the domain name. The Administrator account must belong to this domain.

Product Key

All product keys that were issued for Secure Global Desktop Terminal Services Edition 2.1 will
continue to work on Secure Global Desktop Terminal Services Edition 4.0. When upgrading from
Secure Global Desktop 2.1, there is no need of any new product keys.

SQL Server Name

Identify the name for the SQL server that you will be using in the Secure Global Desktop Team.
Select the name of the SQL Server that you will use for Secure Global Desktop or create a name
for a new MSDE database.

This name can be an IP address, a DNS name, or a NetBIOS name. However, if the connection
string for the SQL server is input to the Secure Global Desktop install/upgrade program in an
FQDN format, then you later experience communication problems between the SQL server and
Secure Global Desktop.

! NOTE

Do not use a string that shows both the computer name and domain information.

For example:
machi ne- nane. dept . server. conpany. com

Do use a string that shows only the computer name. For example:
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Machi ne- name
To find the correct name of the server that runs the SQL server:

1. Go to the computer that holds the SQL server application, right-click My Computer, and
select Properties from the shortcut menu.

2. Click the Network Identification tab, click Properties, and copy the value that appears in
the Computer Name field.

Team

Identify a Secure Global Desktop Team Name and a description. You can create a team name and
this name may appear on the Management Console, the Secure Global Desktop administrator’s
interface to the application. You also create a team description, which is a free-form description.

Component | dentity

Identify a name and a password for your Secure Global Desktop services account. This is the
account that Secure Global Desktop uses to perform such tasks as reading domain information.

» The account must represent a Domain User in your domain.

* We recommend that the password for this account never expire. If the password expires,
you will have to use our utility that permits you to change your password.

» For security reasons it is recommended that this account should have low privileges in the
domain and on the Database Server.

» If the system administrator installed the active directory with the Permissions compatible
only with Windows 2000 servers option, then the system administrator should add this
account to the "Pre-Win2K compatible access group"” in the Active Directory. For more
information, refer to "Prerequisites for Active Directory Synchronization at Logon" (Page
15).

Secure Global Desktop
Administrator Group

Identify the Administrator Group. This group has specific requirements for group membership and
for database access privileges.

The administrator group must have these directory characteristics.

* It must exist in an NT domain or an Active Directory.
* It must include the names of all Secure Global Desktop Administrators.
* It must exclude the names of all users who will not administer Secure Global Desktop.

The administrator group must have database access privileges that support the create database
option.

Secure Global Desktop Installation Guide--20 December 2004 7
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For example, administrators have the following options to create the database (named
CanaveralDB):
» Let Secure Global Desktop create and install the database during the installation.
* Create the database themselves before they install Secure Global Desktop and let Secure
Global Desktop link to that database.

If Secure Global Desktop creates the database, Secure Global Desktop checks for a database
called CanaveralDB and if it does not exist then Secure Global Desktop creates it. In this instance,
the ID used by the person running the install must have the permissions required to create a
database.

If an administrator creates the database during the Secure Global Desktop installation, then that
administrator must have the required permissions.

To provide these permissions, you can do one of the following:

» Give these permissions to the user explicitly.
» Be sure the user is a member of the dbcreator server role.

! NOTE

The Secure Global Desktop Administrator Group name should not contain any double
byte characters, otherwise a Join Existing Team installation on a server fails. However, the
administrator can add servers to the Secure Global Desktop team using the Console. It
does not affect the Console functionality in any way.

Destination Folder

Identify the directory that will receive the Secure Global Desktop engine.

For a new installation, you can accept the Secure Global Desktop default directory <pr ogr am
files>\Tarantel | a oryou can select a different installation directory.

For an existing installation that you will upgrade, you may want to select the folder that holds the
prior version of the Secure Global Desktop installation; meanwhile, the upgrade will work correctly
if you select the default directory. In the latter case, Secure Global Desktop will remove the old
code from the other directory and install the new code in the default directory.

User Information

The Secure Global Desktop User who creates the account is as follows:

» For Windows NT authentication, the User Name used by the person who installs Secure
Global Desktop and the Admin User must have the correct permissions. Secure Global
Desktop does not support SQL server authentication; this situation exists to enhance
system security.

» For Windows NT authentication, note that the database connection will be made using the

windows user set as the identity for our COM+ components. (See the User Name, Domain
Name and Password entered on the Component Identify dialog box.)

Secure Global Desktop Installation Guide--20 December 2004 8
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| nstallation Concepts

What’sin this chapter?

This chapter explains the Secure Global Desktop concepts you need to be familiar with before you
install a Secure Global Desktop team.

Under standing installation concepts

This section explains some of the terms and concepts that you may encounter during the Secure
Global Desktop installation process.

Teams
A Secure Global Desktop Team is a group of Secure Global Desktop servers working together to

provide a highly scalable and distributed environment.

Trusted relationship

All the servers in a team can be in the same domain or in multiple domains. If they are in multiple
domains, the domains must be trusted. For more information on trusts, please refer to the Trust
Relationship section of http://support.microsoft.com/support/kb/articles/Q310/9/96.asp.

Create Team

This is one of your installation options. Use this when you are creating your Secure Global Desktop
team for the first time. When you create a team, you will normally configure your team after you
install the Secure Global Desktop software. The procedures for configuring a team are explained in
the Secure Global Desktop Administrator Guide. If you have a problem configuring your team from
the Management Console, you will have to configure your team using the Join Team option.

Join Team

This is one of your installation options. Use this as a fallback procedure to install software on a
server. The purpose of this feature is to provide a software installation feature as a backup for the
normal push install procedure, which you do from the Management Console. This option also
provides diagnostic tools that can help you understand why a push install failed.

The preferred way to install software on servers is by way of a push install, which is the default
behavior of Secure Global Desktop. Sometimes, due to network configuration issues, the normal
procedure may not work. When the regular procedure does not work, the join team workaround
permits you to bypass the configuration issues and complete the install.

If you need to use the join team option, then you must be aware of the following:

» If you select the join team option, then you must specify the location of the Secure Global
Desktop database.

Secure Global Desktop Installation Guide--20 December 2004 9
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» The join team option installs the Secure Global Desktop Engine on the new server and
checks for a connection from that server to the databases and the Web server.

» A server can join a team in the same domain. However, if a server is joining a team in a
different domain, these domains must have a two-way trust relationship.

Restore Team

This is one of your installation options. Use this when one or more of the servers on the team are
no longer available but your database is still available.

You must have your database available to perform a restore. You may use your original database
or a backup copy of your database.

You must restore your team to its most recent configuration. This means that you must place the
roles that were on a specific failed server back on that failed server during the restore. After the
restore successfully completes for all servers that require a restore, you may reconfigure your
team, as required.

You must place the CD in the drive of the server that is to be restored, indicate the name of the
server that holds the Secure Global Desktop database, and then select the name of the server that
is the target of the restore from a drop-down list box during the restore operation.

Domain and L ocal Install

Secure Global Desktop can function in two possible modes.

» Domain install mode, where domain resources (such as users, groups, and computers) are
available. The domain users can logon using their credentials and launch applications.

» Local server install, where it is limited to the local computer resources only. In this case, the
local server may or may not be a part of a domain. Thus, for installations where a domain is
not accessible, administrators are still able to use Secure Global Desktop with local user
credentials.

Product key types

If you, the installer, do not have a Secure Global Desktop Product Key (similar to an application
serial number), Secure Global Desktop provides an evaluation Product Key, a fully functional time-
bound evaluation option.

! NOTE

The Tarantella, Inc. Authorized Resellers can answer any of your questions or address
any of your concerns regarding product keys.

The following describes the different types of Product Keys:
Beta key

Beta testers use this for the duration of the beta and this key may have a maximum limit on the
number of concurrent users who can access applications through Secure Global Desktop.

Evaluation key

This type of license key permits a system administrator to use Secure Global Desktop for a
designated number of days for the express purpose of evaluating the Secure Global Desktop
product. This allows the installation of the Management Console and is valid for limited number of
users for limited number of days. If you install Secure Global Desktop with the 30 day evaluation
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license option during install, it permits five users to access applications through Secure Global
Desktop for 30 days.

Base key

This is used for normal day-to-day operations for 60 days after installation. It allows for installation
of and access to the Management Console and it allows a certain number of users or customers to
access third-party applications through Secure Global Desktop. The number of users who may
access Secure Global Desktop concurrently is defined, and the quantity is established in pre-
defined increments. This key has to be activated within 60 days, by sending an activation request
to Tarantella to obtain the activation key.

User-level upgrade key

This allows a site with a base license to upgrade the number of concurrent users who can use
applications through Secure Global Desktop.

Evaluation-level upgrade key

This exists to upgrade the number of users who can access Secure Global Desktop during an
evaluation period. You can use this key to upgrade the number of users and also the evaluation
period. Tarantella offers this type of key on a temporary basis, and it helps users view advanced
Secure Global Desktop features like load balancing. For example, consider the case that you have
an evaluation key with 5 licenses and the key is to expire in another 3 days. You may decide to
upgrade this key for with an evaluation-level upgrade key for, say, 30 days with 100 licenses. In
this case, 100 users will be able to access Secure Global Desktop for 30 days after the evaluation-
level upgrade key is added.

Activation key

This is generated by Tarantella using the activation request sent by a Secure Global Desktop
administrator. An administrator can use an activation key to activate the Secure Global Desktop
installation where its corresponding activation request was generated.

! NOTE

Tarantella keeps track of all the base keys activated. If somebody attempts to reuse the
same base key on a different installation, the activation key request is rejected by
Tarantella. Further, a combination of base key and activation key cannot be reused,
because the activation key is 'tied' to the Secure Global Desktop installation on which it
was generated.

Secure Global Desktop Installation Guide--20 December 2004 1n
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Beginning the I nstallation

What’sin this chapter?

This chapter provides step-by-step procedures for planning for a successful install and beginning a
Secure Global Desktop install.

Planning for a successful install

This section provides some hints to help you install Secure Global Desktop successfully.

1. You cannot install Secure Global Desktop on a Citrix Server.

2. You cannot have Microsoft SQL Server 7 or 2000 components installed on the MSDE
computer. MSDE and SQL Server cannot reside on the same computer.

3. You can install Secure Global Desktop if you are a part of a workgroup. Please refer to
Local Server install sequence for details on local server installation.

4. You need to be part of an Active Directory Domain or NT 4.0 Domain.

5. You need to log on to the domain, and you need to have administrator rights on the local
computer to install Secure Global Desktop.

6. You need to ensure that your Distributed Transaction Coordinator service is started and
running on all the servers in your Secure Global Desktop Team and on your Database
Server.

7. You need to ensure that Internet Information Services (lIS) version 5 or Internet Information
Services (lIS) version 6 is installed and running.

8. Ifthe Console is running in secure mode (HTTPS), the Depot folder on the Web Server has
to have plain HTTP access, even if the other folders are secured as HTTPS, otherwise
install fails on remote servers.

Prerequisites

You need to do the following for the servers on which you will be installing Secure Global Desktop.

Using Windows 2000 Server or
Windows 2000 Advanced Server

If you are using Windows 2000, you need to have the following installed:

Service Pack 3
IIS 5, if the server will be a Web server
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* MDAC 2.5 (without multiple-instance SQL server installations), MDAC 2.6 or MDAC 2.7.
MDAC 2.6 with Service Pack 1 is not supported

» Terminal Services configured in Application Server Mode if the server will be an Application
Server

! NOTE

If you have more than one SQL Server 2000 instance running, so that the SQL Server is
running in Named Instance mode, then you must have MDAC 2.6 or MDAC 2.7 installed
on all Secure Global Desktop Servers. MDAC 2.6 or MDAC 2.7 must be installed on each
Secure Global Desktop server, no matter which Secure Global Desktop server role each
server holds.

Using Windows Server 2003

If you are using Windows Server 2003, you need to have the following installed:

* IS 6, if the server will be a Web server

« MDAC 2.7
» Terminal Services configured in Application Server Mode if the server will be an Application
Server
I NOTE

If the Application Server role is being installed on a computer with Windows Server 2003 in
an NT domain, Service Pack 3 should be installed on the NT domain controller.

If you are using Windows Server 2003, you need to do the following before you install Secure
Global Desktop.

» Install Windows components

» Configure administrative settings for the server

» Start some services

The sections that follow discuss these in detail.
Installing the required Windows components

You need to add the Internet Information Services (11S) along with support for Active Server Pages
(ASP) if the server is to function as a Web Server. You need to add the WMI Windows Installer
Provider on any additional servers, if you want to add servers to your team from the Console. In
addition, you need to add the Terminal Server if the server is to function as an Application Server
to allow the users to access the server.

! NOTE

The Windows operating system CD should be present in the CD-ROM when you add
these Windows components.

1. Select Start>Control Panel>Add or Remove Programs.

2. Inthe Add or Remove Programs dialog box, click Add/Remove Windows Components.
The Windows Components wizard is launched.

To add support for ASP on the computer you will be using as the Web Server:
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In the Windows Components panel of the Windows Components wizard, select the
Application Server check box and click Details.

In the Application Server window, select the Internet Information Services (lIS) check

In the Internet Information Services window, select the World Wide Web Service check

Prerequisites
1.
2.
box and click Details.
3.
box and click Details.
4,

In the World Wide Web Service window, select the Active Server Pages check box and
click OK three times to return to the Windows Components wizard.

To add support for the installer used to install Secure Global Desktop on any additional servers
through the Console:

1.

In the Windows Components panel of the Windows Components wizard, select the
Management and Monitoring Tools check box, and click Details.

In the Management and Monitoring Tools window, select the WMI Windows Installer
Provider check box and click OK to return to the Windows Components wizard.

To install the Terminal Server on the computer you will be using as an Application Server:

1.

4.

In the Windows Components panel of the Windows Components wizard, select the
Terminal Server check box, and click Next to install it. Follow the instructions in the
wizard.

Select the Relaxed Security option.

Click Finish to complete the installation of the Terminal Server and close the Windows
Components wizard.

Close the Add or Remove Programs window.

Configuring administrative settings

You need to configure the security settings for the COM+ component to allow distributed
transactions over the network on the Database Server, verify that the group that you want to set as
the Secure Global Desktop Administrator group during the installation is in the Administrators
group on the server now.

1.
2.

Select Start>Settings>Control Panel>Administrative Tools.

The Administrative Tools window opens.

To configure the COM+ component you will be using as the Database Server:

1.
2.

In the Administrative Tools window, double-click Component Services.

In the Component Services window, expand Component Services>Computers in the
left pane to display the configured computers.

Right-click My Computer, and select Properties from the shortcut menu.

Click the MSDTC tab and click Security Configuration.

! NOTE

You may need to wait for some time as the MSDTC tab may take some time to
appear.

Select the Network DTC Access check box and verify that the Network Administration,
Network Client Access, and the Network Transactions check boxes are selected.
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6. Click OK twice to save your settings.

To verify the existence of the Secure Global Desktop administrator group in the Administrators
group on the server:

1. Inthe Administrative Tools window, double-click Computer Management.
2. Expand Local Users and Groups in the left pane, and select Groups.

3. Double-click Administrators in the left pane to open the Administrators Properties
dialog box.

4. Verify that the group you want to specify as the Secure Global Desktop administrators
group during Secure Global Desktop installation is in the Members list and click OK.

Sarting therequired services

You need to start the Theme and Windows Audio services on the Application Servers — if the
applications are likely to use these services — before you install Secure Global Desktop.

1. Inthe Administrative Tools window, double-click Services.

2. Inthe right pane of the Services window, double-click Themes to open the Themes
Properties dialog box.

Select Automatic from the Start-up type list and click Apply.
Click Start to start the service.
Click OK.

In the right pane of the Services window, double-click Windows Audio to open the
Windows Audio Properties dialog box.

o o &~ w

7. Repeat Steps 3 to 5.

8. Close the Services window, and then close the Administrative Tools window.

Prerequisitesfor Active Directory
Synchronization at L ogon

For Active Directory synchronization to take place the user account selected as the Secure Global
Desktop Identity account should have sufficient permissions to access information from the Active
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Directory. To ensure this, the administrator needs to know the permissions options chosen when
the Active Directory was installed.

Active Directory Installation Wizard

Pemmizsions
Select defaul peamessions for uger and group objects.

Some seivel programs, such 8 Windows NT Remabe Access Senace, read mbormation
stored on domain controllars.

smm option if youw un server programs on pee-windows 2000 servers o on
Wirdows 2000 servers that aie members of preWindows 2000 domains.

& Anonymaous users can read mformation on this doman.

™ Pramissions compatble only with Windoves 2000 sarvers

Selact this option if you iun sarver programs only on Windows 2000 servers that are
@*Tsdwmmm Orily autherdicated wsers can ead nformation
on this domain.

Bsck [ Mets |  Cance |
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An administrator can choose from one of the following permissions options while installing Active
Directory:

Permissions compatible with pre-Windows 2000 servers
Permissions compatible only with Windows 2000 servers

If the administrator installed the active directory with the Permissions compatible with pre-
Windows 2000 servers option, no extra steps are required.

If the administrator installed the active directory with the Permissions compatible only with
Windows 2000 servers option, then the system administrator should do one of the following to
enable Active Directory synchronization:

Identify the user account selected as the Secure Global Desktop Identity account during the
Secure Global Desktop install, and add this account to the "Pre-Win2K compatible access
group", “Account Operators”, or “Administrators” group in the Active Directory.

! NOTE

The system administrator needs to do this for all the domains in the Secure Global
Desktop system.

While membership in the last two groups,” Account Operators” and “Administrators”, gives
unrestricted access to the user and group accounts in the domain, membership in the “Pre-
Win2K compatible access group” provides a more secure option. By default, all users and
groups in domain have 'Read' permission granted to the “Pre-Win2k compatible access
group”. This makes sure that the members of this group can only read information from the
domain and cannot modify anything.

Give 'Read' permissions to the Secure Global Desktop Identity account on all users and
groups in the domain.

NOTE

After making this change, the administrator may have to restart Secure Global Desktop
services and components on the Web Server for the change to take effect.

| nstalling Secure Global Desktop
software

Before you begin this section, please review the "Secure Global Desktop Server requirements"
(Page 4).

Before you begin the install, complete these tasks:

Close any Windows applications you have running on the server.

Find the Product Key for your Secure Global Desktop software. You can locate the Product
Key in your software packaging.

Verify that the account you will use for the Secure Global Desktop Application Servers pre-
installation tasks has Domain Administrator privileges.

If you are planning to install the Application Server role on this server, make sure that
Terminal Services is installed in Application mode and is started.
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! NOTE

You do not need to insert the Secure Global Desktop CD into the drive of each targeted
server when you are creating a new Secure Global Desktop Application Server. Secure
Global Desktop manages remote configurations by pushing the Secure Global Desktop
Application Server roles to the targeted servers.

Begin theinstallation

Use the installation procedures if you want to do one of the following:

» install Secure Global Desktop for the first time
» join a server to an existing Secure Global Desktop Team
restore your Secure Global Desktop configuration to a damaged team

1. Insert the Secure Global Desktop CD into the first server of your Secure Global Desktop
Server Team. If an installation screen does not automatically display, execute SGD-
TSE.exe. Double click SGD- TSE. exe or Aut or un. exe.

2. Watch as the Windows Installer prepares the installation package and performs some
diagnostics. You may click View Documents to browse and view the documents that are
packaged with the product. Click Next on the Welcome screen when you are ready to

begin.
3. Read and accept the license agreement, and then click Next.
fi& Tarantella secure Global Desktop Setup T =101 %]
License Agreement @
Vo st accepd this icense agreement in aider to proceed
TARANTELLA SOFTWARE LICENSE AGREEMENT B

CAREFULLY READ ALL TERMS AND CONDITIONS OF THIS
SOFTWARE LICENSE AGREEMENT (“LICENSE”) WHICH I8
INCLUDED WITH THE PRODUCT OR WHICH APPEARS AS
PART OF INSTALLATTON OF THE SOFTWARE. BY USING
THE PRODUCT, YOU ACKNOWLEDGE THAT YOU HAVE
READ THIS LICENSE AGREEMENT AND UNDERSTAND IT,
AND YOU AGREE TO BE BOUND BY ITS TERMS AND
CONDITIONS. IF YOU DO NOTAGREE TO THE TERMS OF

THIC I FEEPEACE ACREEFAMEANT NG WNOT ITCE THE BPRONFTT TR L}

@ | zooept the fcense agreement |
™ 1 do not accept the license agreement,

<Back || Mext> Cancel |

4. Next, you must decide which task you want to accomplish. Proceed appropriately to one of
the following for installing Secure Global Desktop in a domain:
"Creating a Team" (Page 19)
"Joining a Team" (Page 29)
"Restoring a Team" (Page 33)

If you are installing Secure Global Desktop for use by local users, proceed to "Local Server
Install" (Page 38)
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What's in this chapter?

Creating a Team

What’sin this chapter?

This chapter provides step-by-step procedures for creating a new team.

Create Team install sequence

Complete the tasks in the "Begin the installation" (Page 18) section before you begin this section.

1. Selectthe Domain Users option to install Secure Global Desktop for domain users and
click Next. For instructions on installation for local users, refer to "Local Server Install

(Page 38).
F,:'," Tarantella Secure Global Desktop Setup ) =101 =i
Domain or Local Bser
Flease select the sppropiate opbon

Secure Global Deskiop can proveson appiicabors bo ether doman or
local esers. 'You cam select the local user oplion even if your serves s a

membes ol & domain

_____________

Select thiz option il you want to provision appications o
uzers/groups/0ls n & domain,
T Local Lisers

Select thiz option if you want ko provision applcatons bo lecal
users/groups on this server In H-umdu Secure Global

Deskiop wil utlize only & single server.

<Back || Mext> Carcel
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2. Select the Create New Team option and click Next.

r;_-'," Tarantella Secure Global Desktop Setup 11 =101 %I
Create, Join or Restore Team
Please select the sppropiate installalion option

Each Secare Global Desklop system may consist of one or more servers.
A gioup ol servers winning Secuie Global Deskiop is known az & leam.

Select thiz oplion to create & new team.
T Join Existing Team
Select thiz ophicn bo jom an essting team.
" Restore Server
Select this option bo restore thiz server o a team.

cBack | [ Mewt> Cacel |

3. Watch as Secure Global Desktop performs some checks and reports any errors and/or
warnings. Address any errors. When there are no error messages, click Next.

r;‘ Tarantella Secure Global Desktop Setup ' o i S |

Installation Prerequisite Test Results
Al requrements for instaling Secure Global Desktop have been met

Microsolt |ntemnet Information Service (1IS] svailabiity
Microsoft Actrve Server Pages [ASP] avaiabibty
[omain commurcation

Secuity memberzhip

Local server prerequeibes

Setvices svalabiity

DTC Metwork Securiy seltings

Domain Controller configuration

€ &4 8 ¢4 oL

! NOTE

If the Installation Prerequisite Test Results screen displays any errors, you need to
fix the errors to proceed with the installation.
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4. Enter your user information and select a Product Key option.

};;1 Tarantella Secure Global Desktop Setup | =101 =i

User information
Please erter the folowsng mformaton o customize wour mstallstion

Ful Hame |

Crganization |
~ Product Key

% 30 Day Evaluation
" Product Key
Hote: The product key is case sensitive,

<Back | [ News | Caxel

| nstall the Database

You will install either a SQL Server database or an MSDE database.

SQL Server Databaseinstall

1. Do one of the following:

» Touse a SQL server, select the SQL Server option. In the Server Name field, enter the
NetBIOS name of the SQL server

Secure Global Desktop Installation Guide--20 December 2004 21



Creating a Team
Install the Database

» To install MSDE if you do not have SQL server installed, select the MSDE option and
proceed to "MSDE Database install" (Page 22).

il Tarantella secure Global Desktop Setup B =101 %I

Secure Global Desktop Database Server
Please enter information about wour relational database served, @

Secure Global Desktop stores the uzer management nfomation in a relational
databaze. Plesze specify the databaze server. The credentialz of the person
running the installation wil be used lo connect o the datsbase

Sesver Name: |4LOHAT

Click Mext to test the connection with the databasze server specified.
Thiz test meny take some time,

 MSDE

1 you do not hawe SOL Server rstalled, chooss thes option to nstall
Microzoft SOL Server Deskiop Engne.

cBack | [ Hew> Cacel |

2. Proceed to "Identify other required variables" (Page 25) after specifying the SQL server
name.

M SDE Database install

The Secure Global Desktop installation provides you with the option of upgrading to MSDE with
Service Pack 3. When you choose this option, ADO is also upgraded to MDAC 2.7 if the version of
ADO on the server on which the administrator installs the MSDE is older than MDAC 2.7.

! NOTE

The existing database applications on the server that depend on a particular version of
ADO may no longer function properly after an MSDE install or upgrade. To avoid this, do
not install MSDE on the Application Server, or verify that the database client applications
will work with the MDAC version that MSDE would install.
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1. This installation sequence shows the MSDE install. Install this database if you will not be
using a Microsoft SQL Server 7 or Microsoft SQL Server 2000 for Secure Global Desktop.
Select the MSDE option and click Next.

r,;‘ Tarantella Secure Global Desktop Setup =101 %1

Secure Global Desktop Database Server
Flease erter information about wour relational database served, @

Secure Global Desktop stores the uzer management nfomation in a relational
databaze. Plesze specify the databaze server. The credentials of the person
running the installation wil be used 1o connect o the datsbase.

" S0L Server

Sesver Name: [ 1L0H0]

Click Mext to test the connection with the databasze server specified.
This test may take some time,

If you di not have SOL Server pstalled, chooss s oplion o rstall
Microzoft SOL Server Deskiop Engne.

cBack | [ Hewt> Carcel |

2. Inthe MSDE System Administrator Password field, enter a password. Enter the
password again in the MSDE System Administrator Password Confirm field. Select the
Allow Blank Password check box to allow blank password. Click Next.

};:','1 Tarantella Secure Global Desktop Setup =101 %1

MSDE Configuration @
Please enter information to configure Mictozoft SGL Server Desklop Engne

If you have no relatonal databaze server, thiz option wil instal Miciozoft SOL Server 2000
Deskiop Engine [Sevice Fack 31

SOL Autherntication
MSDE System Admiristiator Mame: B

MSDE System Administiator Passwoed: |

MSDE System Admmistiator Password Confim. |
W Allow Blark Pazsword

<Back | [ Nets | Corcel

Secure Global Desktop Installation Guide--20 December 2004 23



Creating a Team
Install the Database

3. If you choose an MSDE installation, you will receive instructions to restart the Secure
Global Desktop installation once the MSDE install completes. Click OK.

fii Tarantella Secure Global Deskt o ]

Inztallation af T arantella Secure Global Deskiop was
interrupted becauze the MSDE installation iz in progresz. Y'ou
will hawve to reboat after the MSDE installation i complete. The
SO inztallation will automatically restart after reboot.

! NOTE

If you encounter any problem while upgrading MSDE to SP3 or while installing a
new instance of MSDE SP3 through a Terminal Services connection, download
and restart the MSDE setup from the local computer.

4. Watch the installation progress.

Microsoft SQL Server Desktop Engine

_AE| Please wait while Windows configures Microsoft SOL Server
‘a‘-" Dezkiop Engine

Time remaining: 3 seconds

ENNENEEERENEENEER Cancel |

5. Reboot your system after an MSDE install. The Secure Global Desktop installation starts
from the beginning, Step 2 in "Begin the installation" (Page 18).

6. When you are at the Secure Global Desktop Database Server screen this second time,
enter the name of the server on which you placed your MSDE server.

! NOTE

Do not select the Install MSDE option when you reach the Secure Global
Desktop Database Server screen after the reboot.

7. Proceed to "lIdentify other required variables" (Page 25).
Upgrading to M SDE SP3

If you already have MSDE installed and you want to upgrade to MSDE SP3, run
VBDE_SETUP. EXE from the MSDE\ en- us folder on your Secure Global Desktop CD. For more
information, refer to SP3README.HTM in the same folder.
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| dentify other required variables

You must identify the Secure Global Desktop Team, a user ID, and a password for the COM+
components. Additionally, you must identify the Secure Global Desktop Administrator Group, and
the Secure Global Desktop install folder.

1. Inthe Team Name and Description fields, enter a unique name and a meaningful
description to identify the new Secure Global Desktop Team. Click Next.

[',;1 Tarantella Secure Global Desktop Setup B =11 =i
Teamn Hame
Flease enter the name and description lof the Secure Global Desklop team @
Each Secare Global Deskiop system consists of ore or moee Seciure
Global Deskiop terverz. A group of Secure Global Deckiop serverz i
kmosn az a beam,
Team Mame: {Secue Global Deskiop Team
Da—rcr*;:rim |'5E'|:‘IJIE Global Degktnﬂnn AL HAT
<Back || Mext> Carcel
! NOTE

If the password is changed, you will need to use the Secure Global Desktop
Resource Kit to update the Secure Global Desktop system. For more information,
refer to the Secure Global Desktop Resource Kit section of the Secure Global
Desktop Administrator Guide
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2. Inthe User Name, Password, and Domain fields, enter the relevant Component Identity
information for the COM+ components. This user can be any user in the domain and
preferably the password should not expire or be changed. Click Next.

{5 Tarantella secure Global Desktop Setup =10 *i

Component Identity
Please speciy an idenlity for the COM+ components

COM+ components requne an denbty to mibalze and wn. Pleasze enter
the uses name and password for use by these components.

Lizer Mame: fjzmith
Parsword |mnmm>x
Domarn [ENG

<Back | [ Next> Cacel |

3. Inthe Group Name and Domain fields, enter the relevant information about the Secure
Global Desktop Administrator Group. This can be any group in the domain. Only Secure
Global Desktop administrators should belong to this group and Secure Global Desktop
administrators must belong to this group to manage Secure Global Desktop from the
Management Console. Click Next.

[;_:1 Tarantella Secure Global Desktop Setup =101 =i

Administrator Group
Please speciy the adminigirator group for Tatantela Secure Global Deskiop

Secure Global Deskiop = managed by a group of administrators. Pleass
specihy the name and domam of the group that will administer Secure Global
Drezktop.

Group Mames IE
Doman [ENG

<Back || Mext> Cancel
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! NOTE

For a member of this group to use the shadowing feature, the member should be a
local administrator on the Application Server on which the application is running.
For more information on shadowing, refer to the Secure Global Desktop
Administrator Guide.

Trigger the system updates

You must identify the Secure Global Desktop installation folder and trigger the system changes.

1. Accept the default Secure Global Desktop installation folder or click Browse to select a
different folder. Click Next.

2. To trigger changes to your system, click Next.

fi& Tarantella secure Global Desktop Setup B =101 %1
Ready 10 Install Tarentella Secure Global Deskiop
Tarariella S ecure Global Desktop Setup is ready 1o make changes 1o wour system

Click Nest to begin the inztallation. Chck Back to resnber the installation
infeemation. Click Cancel lo sl the installation wizard

<pack |
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3. Watch as Secure Global Desktop and all its roles are installed. Verify that Secure Global
Desktop installs successfully and click Finish.

i Tarantella secure Global Desktop Setup B =101 =1

Desktop has been successfully
installed.

You can continue to configure Secure Global
Deskiop by pointing your browser to:

hittp A LOHAY iconsole
@ TARANTE/N
Secure Global Deikiop Chick Firnizh ko et thiz windowe.
Terminal Services Edition
[T Larch Messgement Consale

4. Restart your computer. To do this now, click Yes.

i'-.% Installer Information x|

oL muzt restart paur gustem far the configuration changes made
to Tarantella Secure Global Dezktop to take effect. Click Yes to
=" restart now. Chick Mo if vou plan to manually restart later.
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What's in this chapter?

Joining a Team

What’sin this chapter?

This chapter provides step-by-step procedures for joining an existing team.

Join Existing Team install sequence

Complete the tasks in the "Begin the installation" (Page 18) section before you begin this section.

1. Selectthe Domain Users option and click Next.

|=¢';' Tarantella Secure Global Desktop Setup =101 =i

Dormain or Local Bser
Please select the sppropnate optorn

Secure Global Deskiop can proveson appiicabors bo ether doman or
local esers. 'You cam select the local user oplion even if your serves s a
membes ol & domain

.............

Select thiz qﬁm if you weant to provision applications o
uzers/groups/0ls n & domain,
T Local Lisers

Select thiz option if you want ko provision applcatons bo lecal
users/groups on this server In H'um:-du Secure Global
Deskiop wil utlize only & single server.

<Back || Mext> Carcel
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2. Select the Join Existing Team option and click Next.

|:51 Tarantella Secure Global Desktop Setup T =171 =i
Create, Join or Restore Team
Please select the sppropnate installalion option

Each Secire Global Deskiop system may consist of one or more servers.
A gioup ol servers unning Secuie Global Desklop is known az a leam.

1 Create New Team
Select thiz option bo create & new team.

@ {gin Exsting Teami
Select thiz ophicn bo jon an exsting team
™ Aestoe Server
Select this option bo restore thiz server 1o a team.

cBack | [ Mew> | Cacet |

3. Click Next to trigger the Secure Global Desktop install prerequisites test. Wait for the
results of the Secure Global Desktop install prerequisites test. If any problems exist, exit
the install, address the problems and then begin the install again. If there are no errors or
warnings, click Next.

r;‘ Tarantella Secure Global Desktop Setup ' o i S |

Installation Prerequisite Test Results
Al requrements for instaling Secure Global Desktop have been met

Microsolt |ntemnet Information Service (1IS] svailabiity
Microsoft Actrve Server Pages [ASP] avaiabibty
[omain commurcation

Secuity memberzhip

Local server prerequeibes

Setvices svalabiity

DTC Metwork Security seltings

€ &4 8 ¢4 oL

Domain Controller configuration
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4. Specify the name of the server that holds the Secure Global Desktop database. For more
information, see "SQL Server Name" (Page 6). Click Next.

r,;‘ Tarantella Secure Global Desktop Setup =101 %1

Secure Global Desktop Database Server
Please erter information about wour relational database served, @

Please speciy the Secure Global Desktop database server for pour
Secure Global Deskiop team. The credentials of the person running the
instalation will be used bo connect to the database.

Server Mame: Im

Click Mext to best the connection with the database server speciied. This
test may take some lime.

cBack | [ Hewt> Carcel |

5. View the information displayed in the Team Name and Description fields and click Next.

|=¢','1 Tarantella Secure Global Desktop Join Team Setup T =101 =i

Tean Hame
Please condirm you wanl 1o jon this Secure Global Desklop team

The Secuse Global Deskiop team mformaton for the databaze sesver

specified is listed below.
Team Mame: [Taam
Descrption | Team on ALOHAT

Trigger the system updates

You must identify the Secure Global Desktop install folder.

1. Accept the default Secure Global Desktop install folder or click Browse to select a different
folder.
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2. To trigger changes to your system, click Next.

fi& Tarantella secure Global Desktop Setup T =100 =i

Ready 10 Install Tarentella Secure Global Deskiop
Tarariella S ecure Global Desktop Setup is ready 1o make changes 1o wour system

Click Nest to begin the inztallation. Chck Back to resnber the installation
infeemation. Click Cancel lo sl the installation wizard

3. Watch as Secure Global Desktop updates your server. Verify that Secure Global Desktop
installs successfully and click Finish.

! NOTE

The Join Existing Team installation sequence displays “Logged in user is not part of the
Secure Global Desktop Administrator group” error and fails if the Secure Global Desktop
Administrator group has a double byte character in the name of the Secure Global
Desktop Administrator Group. In this case, the administrator should add servers to the
team from the Console. For more information, refer to the Secure Global Desktop
Administrator Guide.
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What's in this chapter?

Restoring a Team

What’sin this chapter?

This chapter provides step-by-step procedures for restoring an existing Secure Global Desktop
installation.

Restore Secure Global Desktop

You need to restore those servers in your Secure Global Desktop Team that require a restore. If
only one member of your team concerns you, restore only that server. You do not need to apply a

restore to all members of your team.
Complete the tasks in the "Begin the installation" (Page 18) section before you begin this section.

1. Selectthe Domain Users option and click Next.

F,:'," Tarantella Secure Global Desktop Setup =101 =i

Dormain or Local Bser
Please select the sppropnate optorn

Secure Global Deskiop can proveson appiicabors bo ether doman or
local esers. 'You cam select the local user oplion even if your serves s a

membes ol & domain

E;El_haqﬁm il you want to provision apphcabons o
uzers/groups/0ls n & domain,
T Local Lisers

Select thiz option if you want ko provision applcatons bo lecal
ugers/groups on this server In this mode, Secure Global
Deskiop wil utlize only & single server.

<Back || Mext> Carcel
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2. Select the Restore Server option and click Next.

Fi:? Tarantella Secure Global Desktop Setup B =101 =i

Create, Join or Restore Team
Please select the appropnate installaion option

Each Secare Global Desklop system may consist of one or more servers.
A gioup ol servers wnning Secuie Global Deskiop is known az & leam.

™ Create Mew Team
Select thiz option to create & new team.

1 Join Existing Team
Select thiz opticn bo join an exsting team.

Select this option bo restore thiz server o a team.

cBack | [ Newt> Cacel |

3. Watch as Secure Global Desktop performs some checks and reports errors and/or
warnings. Address any errors and when there is none, click Next. You cannot proceed with
errors.

r;‘ Tarantella Secure Global Desktop Setup ' o i S |

Installation Prerequisite Test Results
Al requrements for instaling Secure Global Desktop have been met

Microsolt |ntemnet Information Service (1IS] svailabiity
Microsoft Actrve Server Pages [ASP] avaiabibty
[omain commurcation

Secuity memberzhip

Local server prerequeibes

Setvices svalabiity

DTC Metwork Security seltings

€ &4 8 ¢4 oL

Domain Controller configuration
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4. Inthe Server Name field, enter the name of your Secure Global Desktop database server
and click Next.

r,;‘ Tarantella Secure Global Desktop Setup : o i S |

Secure Global Desktop Database Server
Flease erter information about wour relational database served, @

Please speciy the Secure Global Desktop database serves for pour
Secure Global Deskiop team. The credentials of the person running the
instalation vl be wsed bo connect bo the database.

Sarver Mame: |_.M_|:| Hd

Click. Mext to best the connection with the database zerves speciied. This
test may take some lime.

<Back || Mext> Carcel

5. After Secure Global Desktop verifies that the database exists, from the Server Name list,
select the server you want to restore and click Next.

r,;‘ Tarantella Secure Global Desktop Setup =11 =1

Secure Global Desktop Database Exists @
Please select the action best sulted for your enviroment,

Select te serves pou want bo restore, uzng information in the sasting
database. All values and obpects in the database will be preserved.

<Back || Mext> Cancel

6. Verify that the Destination Folder name is correct or click Browse to select the destination
folder, and click Next.
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7. When you are ready to restore Secure Global Desktop on this server, click Next.

f:;' Tarantella secure Global Desktop Setup ':.ff' 4 =101 x|

Ready 10 Install Tarentella Secure Global Deskiop
Tarariella S ecure Global Desktop Setup is ready 1o make changes 1o wour system

Click Nest to begin the inztallation. Chck Back to resnber the installation
infcemiation. Click Cancel bo el the installation wizand

8. Watch as the configuration update continues and restore works with the roles that were
previously installed on this server. Verify that the restore completes successfully and click
Finish.

i& Tarantella secure Global Desktop Setup B =101 =1

Tarantella Secure Global

Desktop has been successfully
installed.

You can continue to configure Secure Global
Deskiop by pointing your browser to:

hittp AL OHAY fconsole
@ TARANTE/N
Secure Global Deikiop Chick Finizh ko et thiz windowe.
Terminal Services Edition
[T Larch Messgement Consale
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9. Click Yes to restart this server.

fis Installer Information x]

oL muzt restart paur gustem far the configuration changes made
to Tarantella Secure Global Dezktop to take effect. Click Yes to
=" restart now. Chick Mo if vou plan to manually restart later.

10. Go to the next server in the Secure Global Desktop Team that requires a restore and

repeat this procedure, as required.
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What's in this chapter?

Local Server | nstall

What’sin this chapter?

This chapter provides a step-by-step procedure for installing Secure Global Desktop for local
users.

L ocal Server install sequence

You can do a local server install of Secure Global Desktop. In this case, all the roles are installed
on a single server and the Secure Global Desktop system is restricted to local resources. For more
information on the Local Server Install concept, refer to the Secure Global Desktop Administrator

Guide.
Complete the tasks in the "Begin the installation" (Page 18) section before you begin this section.

1. Selectthe Local Users option and click Next.

{5 Tarantella secure Global Desktop Setup il =11 =i
Domain or Local Bser
Please select the sppropiate opbion

Securs Global Deskiop can proveson applicabors bo ether doman or
local evers. *You can 2elect the local user oplion even if your serves i a

membes ol & domain

" Doman Lses
Select thiz ophicn il you want o provision applicabons o
uzers/groupsd/ 0z in a domsain,

Select thiz option if you wank ko provision applcabons bo local
ugers/groups on this server. Inthis made, Secure Global
Deskiop wil utlize only & single server.

<Back || Mext> Carcel
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2. Since this is a single server install, you cannot change the option on this screen. Click

Next.
H:T Tarantella Secure Global Desktop Setup ‘| =11 =i
Create, Join or Restore Team
Flease select the spprophate installalion option

Each Secare Global Desklop system may consist of one or more servers.
A gioup ol servers unning Secuie Global Deskiop is known az a leam.

% [ Creste New Tedm
Select thiz option to create & new team.
| Jein Efiten Tearm
Select thiz ophicn bo jom an existing team
O Hestore Server
Select this option bo restore thiz server o a team.

3. Watch as Secure Global Desktop performs some checks and reports any errors and/or
warnings. Address any errors. When there are no error messages, click Next.

r;‘ Tarantella Secure Global Desktop Setup ' o i S |

Installation Prerequisite Test Results
Al requrements for instaling Secure Global Desktop have been met

Microsolt |ntemnet Information Service (1IS] svailabiity
Microsoft Actrve Server Pages [ASP] avaiabibty
[omain commurcation

Secuity memberzhip

Local server prerequeibes

Setvices avalabiily

DTC Metwork Security seltings

LA A AR A AR

Domain Controller configuration

! NOTE

If the Installation Prerequisite Test Results screen displays any errors, you need to
fix the errors to proceed with the installation.
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4. Enter your user information and select a Product Key option.

};;' Tarantella Secure Global Desktop Setup ] =101 =i

User information
Please erter the folowsng mformaton o customize wour mstallstion

Ful Hame |

Crganization |
— Product Key

% 30 Day Evaluation
" Product Key
Hote: The product key is case sensitive,

<Back | [ News | Caxel

|nstall the Database
You will install either a SQL Server database or an MSDE database.

SQL Server Database install

1. Do one of the following:

» Touse a SQL server, selectthe SQL Server option and in the Server Name field, enter
the NetBIOS name of the SQL server
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» To install MSDE if you do not have SQL server installed, select the MSDE option and
proceed to "MSDE Database install* (Page 41).

pl,;1 Tarantella Secure Global Desktop Setup r =100 %]

Secure Global Desktop Database Server
Flease erter information about wour relational database served, @

Secure Global Desktop stores the uzer management nfomation in a relational
databaze. Plesze specify the databaze server. The credentials of the person
running the installation wil be used o connect 1o the database

™ S0L Server

Server Mame: | LOHAT

Click Mext to test the connection with the databasze server specified.
Thiz test meny take some time,

I you do not have SOL Server rstalled, choose thes oplion to nstall
Microzoft SOL Server Deskiop Engne.

cBack | [ Hewt> Carcel |

2. Proceed to "Identify other required variables" (Page 43) after specifying the SQL server
name.

M SDE Database install

The Secure Global Desktop installation provides you with the option of upgrading to MSDE with
Service Pack 3. When you choose this option, ADO is also upgraded to MDAC 2.7 if the version of
ADO on the server on which the administrator installs the MSDE is older than MDAC 2.7.

! NOTE

The existing database applications on the server that depend on a particular version of
ADO may no longer function properly after an MSDE install or upgrade. To avoid this,
verify that the database client applications will work with the MDAC version that MSDE
would install.

1. This installation sequence shows the MSDE install. Install this database if you will not be
using a Microsoft SQL Server 7 or Microsoft SQL Server 2000 for Secure Global Desktop.
Select the MSDE option and click Next.
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2. Inthe MSDE System Administrator Password field, enter a password. Enter the
password again in the MSDE System Administrator Password Confirm field. Select the
Allow Blank Password check box to allow blank password. Click Next.

[',;1 Tarantella secure Global Desktop Setup i _.r_|_.:l_.3'ﬂ
MSDE Configuration @
Please erter information lo configure Miciosoft SOL Sesver Desklop Engne

If you have no relatonal databaze server, thiz option wil instal Miciozoft SOL Server 2000
Deskiop Engine [Sevice Fack 31

SOL Authentication
MSDE System Administiabon Mame:

MSDE System Admmishiator Passwoed:

MSDE Sistom Admmiskiator Password Confrme |
¥ Allowe Blark Pazswond

<Back || MNext> Cancel |

3. If you choose an MSDE installation, you will receive instructions to restart the Secure
Global Desktop installation once the MSDE install completes. Click OK.

fii Tarantella Secure Global Deskt o ]

Inztallation af T arantella Secure Global Deskiop was
interrupted becauze the MSDE installation iz in progresz. Y'ou
will hawve to reboat after the MSDE installation i complete. The
SO inztallation will automatically restart after reboot.

! NOTE

If you encounter any problem while upgrading MSDE to SP3 or while installing a
new instance of MSDE SP3 through a Terminal Services connection, download
and restart the MSDE setup from the local computer.

4. Watch the installation progress.

Reboot your system after an MSDE install. The Secure Global Desktop installation starts
from the beginning, Step 2 in "Begin the installation" (Page 18).

6. When you are at the Secure Global Desktop Database Server screen this second time,
select the SQL Server option and enter the name of the server on which you placed your
MSDE server.
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!' NOTE

Do not select the Install MSDE option when you reach the Secure Global
Desktop Database Server screen after the reboot.

7. Proceed to "lIdentify other required variables" (Page 43).

| dentify other required variables

You must identify the Secure Global Desktop Team, a user ID, and a password for the COM+
components. Additionally, you must identify the Secure Global Desktop Administrator Group, and
the Secure Global Desktop install folder.

1. Inthe Team Name and Description fields, enter a unique name and a meaningful
description to identify the new Secure Global Desktop Team. Click Next.

}',;1 Tarantella Secure Global Deskbop Setup A_:]ﬁl

Tean Hame
Please erter the name and desciphon for the Secure Global Deskiop team

Each Secare Global Deskiop system consists of ore or moee Seciure
Global Deskiop terverz. A group of Secure Global Deckiop serverz =

kmown az a beam,
Team Mame: {Secue Global Deskiop Tesm
Description |EE|:U|E Global Deskiop on ALOHA

<Back || Mext> Carcel
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2. Inthe User Name and Password fields, enter the relevant Component Identity information
for the COM+ components. This user can be any local user on the server and preferably
the password should not expire or be changed. Click Next.

{5 Tarantella secure Global Desktop Setup = =11 =i
Component Identity
Please specidy an identity fior the COM+ components

COM+ components requne an denbty to mibalze and wn; Pleasze enter
the uses name and pessword for uze by these companents.

Lfzer Mame: | admmistrator
P, | |mmx=,x1
D omar: 15 HAML

<Back | [ Net> Cacel |

3. Inthe Group Name field, enter the relevant information about the Secure Global Desktop
Administrator Group. This can be any group on the server. Only Secure Global Desktop
administrators should belong to this group and Secure Global Desktop administrators must
belong to this group to manage Secure Global Desktop from the Management Console.

Click Next.
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!' NOTE

For a member of this group to use the shadowing feature, the member should be a
local administrator on the server. For more information on shadowing, refer to the
Secure Global Desktop Administrator Guide.

r',;‘ Tarantella secure Global Desktop Setup =101 %]
Administrator Group
Please speciy the adminisirator group for Tatantela Secure Global Deskiop

Secure Global Deskiop = managed by a group of adminstrators. Pleass
specify the name and domam of the group that will administer Secure Global
[reskiop.

Group Mame | canadm]

Domen  [5ND

<Back || Mex> Cancel

Trigger the system updates

You must identify the Secure Global Desktop installation folder and trigger the system changes.

1. Accept the default Secure Global Desktop installation folder or click Browse to select a
different folder. Click Next.
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2. To trigger changes to your system, click Next.

fi& Tarantella secure Global Desktop Setup 5 =100 =i

Ready 10 Install Tarentella Secure Global Deskiop
Tarariella S ecure Global Desktop Setup is ready 1o make changes 1o wour system

Click Nest to begin the inztallation. Chck Back to resnber the installation
infcemiation. Click Cancel bo el the installation wizand

<Back | Dmc:ull

3. Watch as Secure Global Desktop and all its roles are installed. Verify that Secure Global
Desktop installs successfully and click Finish.

i& Tarantella secure Global Desktop Setup i =101 =1

Tarantella Secure Global
DESHI‘DP has been 5I.l'I:'I:'IE'.'S"ar"fl..lIlfglIr
installed.

You can continue to configure Secure Global

Deskiop by pointing your browser to:
hittpSHAMU /console

@ TARANTE/N
Secure Global Desktop Chick Finizh ko st thiz windowve.

Terminal Services Edition

[T Larch Messgement Consale
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4. Restart your computer. To do this now, click Yes.

fis Installer Information x]

oL muzt restart paur gustem far the configuration changes made
to Tarantella Secure Global Dezktop to take effect. Click Yes to
=" restart now. Chick Mo if vou plan to manually restart later.
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What's in this chapter?

Upgrading Secure Global Desktop

What’sin this chapter?

This chapter provides step-by-step procedures for upgrading an existing Secure Global Desktop
installation.

Upgrading Secure Global Desktop
from version prior to 2.1

To upgrade from version prior to SGD-TSE v2.1 or Canaveral-iQ v2.1 you will first have to upgrade
them to SGD-TSE v2.1. If you run SGD 4.0 install on these versions then Welcome dialog box of
installation will show following message:

"You are trying to upgrade to Secure Global Desktop from a version previous to Secure Global
Desktop Terminal Services Edition 2.1. This upgrade is not supported. Call Tarantella Support to
determine an appropriate upgrade path.

Click Cancel to exit the installation wizard."

To upgrade from these versions to SGD-TSE v2.1 please refer to the SGD-TSE v2.1 installation
guide.

Upgrade Secure Global Desktop

To upgrade all the servers in your team from SGD-TSE v2.1 or from Canaveral-iQ v2.1 to Secure
Global Desktop v4.0, you must run the upgrade installation on the Web Server. You must log on to
the Web Server on which you will run the upgrade installation as a domain user.

The upgrade feature of Secure Global Desktop upgrades the entire Secure Global Desktop team.
However, you must reboot the Web Server after the upgrade installation completes to ensure the
upgrade of all the servers in the team. If you do not reboot the Web Server, upgrade of all the
servers is not guaranteed

! NOTE

If the Console is running in secure mode (HTTPS), the Depot folder on the Web Server
has to have plain HTTP access, even if the other folders are secured as HTTPS,
otherwise upgrade fails on remote servers.

If the Services window is open on any of the servers during the automatic upgrade, the upgrade
does not succeed. So, if you have opened a window using Start>Settings>Control
Panel>Administrative Tools>Component Services>Services, be sure to close it before you
begin this upgrade. Additionally, before you upgrade your Secure Global Desktop team, on all
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computers, close all the Secure Global Desktop Management Console windows for the team you
are upgrading.

To upgrade your Secure Global Desktop team:

1. Insert the Secure Global Desktop CD on the Web Server. Secure Global Desktop detects
the prior version of Secure Global Desktop and offers you the upgrade wizard. Read the
Welcome screen and click Next. Click View Documents to see the list of documents and
download them.

2. Read and accept the license agreement, and then click Next.

RIS LY
License Agrecment
"o must accepl this icenie agreement in oider to proceed @
TARANTELLA SOFTWARE LICENSE AGREEMENT B

CAREFULLY READ ALL TERMS AND CONDITIONS OF THIS
SOFTWARE LICENSE AGREEMENT (“LICENSE”) WHICH I8
INCLUDED WITH THE PRODUCT OR WHICH APPEARS AS
PART OF INSTALLATION OF THE SOFTWARE., BY USING
THE PRODUCT, YOU ACKNOWLEDGE THAT YOU HAVE
READ THIS LICENSE AGREEMENT AND UNDERSTAND IT,
AND YOU AGREE TO BE BOUND BY ITS TERMS AND
CONDITIONS. IF YOU DO NOTAGREE TO THE TERMS OF

THIC I FEEPEACE ACREEFAMEANT NG WNOT ITCE THE BPRONFTT TR :j

% 1 aooept the fcense agreement |
(" 1 do ot sccept the license agreement.

cBack | [ Met> Cacel |

3. Watch as Secure Global Desktop detects the older version of the product and then click
Next.
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4. Read the domain installation test results. If no issues are found and all requirements have
been met, click Next. Otherwise, address the issues reported and begin the install again.

il Tarantella secure Global Desktop Setup ﬁ ! o i S |

Installation Prerequisite Test Results
Al requrements for instaling Secure Global Desktop have been met

Microsolt |ntemnet Information Service (1IS] svailabiity
Microsoft Actrve Server Pages [ASP] avaiabibty
[omain commurcation

Secuity memberzhip

Local server prerequeibes

Setvices svalabiity

DTC Metwork Security seltings

LA A AR A AR

Domain Controller configuration

! NOTE

If the Domain Test Install Results screen displays any errors, you need to fix the
errors to proceed with the installation.

5. Enter your user information, select the Product Key option, and enter the Base Key
provided to you.
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6. You may change the Component Identity information. In the User Name, Password, and
Domain fields, enter the relevant Component Identity information for the COM+
components.

R:' Tarantella secure Glohal Deskbop Setup = El_lﬁl

Component Identity
Please speciy an idenlity for the COM+ components

COM+ components requare an denbty to mihalee and wn. Please enter
the uses name and pessword for use by these companents.

ser Name: m

Patsword: |':-xlml>oc:m

Domar [ENG

<Back | [ MNeis | Cacel

7. View the Administrator Group information and click Next.

|;;1 Tarantella secure Glohal Deskbop Setup _&[Elﬁl
Administrator Group
Please speciy the adminigiralor group for Tatantela Secure Global Deskiop

Secure Global Desklop wil contirue bo be managed by the following
admintsirative group.

8. Click Next to accept the default Destination Folder.

Secure Global Desktop Installation Guide--20 December 2004 51



Upgrading Secure Global Desktop
Upgrade Secure Global Desktop

9. Read the Database Upgrade screen, verify that you have a full backup of the current state
of your database and then click Upgrade.

f;;‘ Tarantella secure Global Deskbop Setup I ;.[:.I_EJ

Database Upgrade
Ready 1o upgrade the Secue Global Desklop dalabase @

Secure Global Deskiop stores the uses managemaent miormaticn in a
relstional database The credentiats of the persan running the installation
will be used o connect 1o the database

It iz recommended that you have a backup of the Canaveral
database (Cansveral DB) before proceeding with your upgrade to...

Click Upgrade to start the database upgrade. Depending on
the size of your database, this operation may take a while,

! NOTE

This backup is required as a precaution only, Secure Global Desktop uses your
current database.

10. Wait to see that the Secure Global Desktop database upgrades successfully. When you are
ready to trigger the upgrade, click Next.
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11. Watch as Secure Global Desktop configures the Application Manager, updates the system,
and as the Secure Global Desktop roles install. Click Finish.

fi& Tarantella secure Global Desktop Setup i =100 1

Tarantella Secure Global
DEEktﬂp has been successfully
upgraded.

You can continue to configure Secure Global

Deskiop by pointing your browser to:
hittp AL OHAA fconeole

Once a Secure Global Desktop team upgrade iz intiated al
zepvers in thie keam wil be rendered wriesable until a full upgrads
is cained out successhully.

TARANTENA
o Secure aN| rE.{P A reboot is required 1o complete the upgrade of thes serees, I this

iz the first seaver in the team o be upgraded, the il Secure
Global Desktop team wil be not usable ukl thiz server iz
rebooted A reboot wil inhate the upgrade of te remainng

servers in the keam

Terminal Services Edition

12. Restart your computer. To do this now, click Yes. If you are upgrading a Secure Global
Desktop team consisting of multiple servers, we recommend that you click Yes to ensure
upgrade of all the servers in the team. An upgrade of all the other servers in the team takes
place only after the Web Server on which you are running the upgrade installation reboots.
The roles are then upgraded on all the other servers.

i'-.% Installer Information x|

oL muzt restart paur gustem far the configuration changes made
to Tarantella Secure Global Dezktop to take effect. Click Yes to
=" restart now. Chick Mo if vou plan to manually restart later.

Mo |

! NOTE

This procedure upgrades all the servers in your Secure Global Desktop team. You do not
have to upgrade each server separately.

Upgrading to MSDE SP3

If you already have MSDE installed and you want to upgrade to MSDE SP3, run
VEDE_SETUP. EXE from the MSDE\ en- us folder on your Secure Global Desktop CD. For more
information, refer to SP3README.HTM in the same folder.
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What's in this chapter?

DMZ SPR Server | nstall

What’sin this chapter?

This chapter provides a step-by-step procedure for installing Secure Global Desktop DMZ SPR
Server and also uninstalling Secure Global Desktop DMZ SPR Server.

Pre-requistiesfor installing DM Z
SPR Server

1.
2.

Secure Global Desktop needs to be installed and running.

DMZ SPR Server role needs to be installed locally on the machine as remote installation of

this feature is not supported.

DMZ SPR Server install sequence

Installing DMZ SPR results in installation of DMZ SPR Role.

1.

o o B w N

Insert the CD onto the machine where the DMZ SPR Server Role needs to be installed.
Double click the SGD-TSE-DMZ.msi to start the installation.

Click Next on the initial screen.

Select | accept the License Agreement option and click Next.
Enter your user information and click Next.

Select the Local Users / Domain Users and click Next.

In the User Name and Password fields, enter the relevant service identity information for
the DMZ SPR service. This user can be any local / domain user on the server or domain
depending on the option selected in the previous screen. Preferably the password should
not expire or be changed. Click Next.

In the Web Server IP Address or Cascaded SPR IP Address fields, enter the IP address
of the Web Server or Internal SPR Server. In the Port field enter the port number on which
the Web Server or Internal SPR Server is listening. Select Yes / No in the Secure
Communication option depending on whether the Web Server or Internal SPR is secured
or unsecured. Click Next.

NOTE

The port between the DMZ SPR and the internal Web Server or Cascaded SPR Server
needs to be opened in the internal firewall. The port for Cascaded SPR Server can be
modified through the Console.
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8. Select the appropriate Destination Folder and click Next.
9. Click Next on Ready to Install the application screen.

10. Watch as Secure Global Desktop DMZ Server is installed. Verify that Secure Global
Desktop DMZ Server installs successfully. Click Finish to exit installation.

Uninstalling Secure Global Desktop
DMZ Server Role

1. To uninstall Secure Global Desktop DMZ Server, click Start > Control Panel > Add/
Remove Programs.

2. Select Tarantella Secure Global Desktop DMZ Server and click on Remove.

3. From the Console > Manage > Servers > Select DMZ Server > Click Remove Server
>0Only From Database option and click Next.

! NOTE

DMZ Server cannot be uninstalled remotely.
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Uninstalling Secure Global Desktop

What’sin this chapter?

This chapter provides step-by-step procedures for uninstalling Secure Global Desktop.

Uninstall Secure Global Desktop

You may want to uninstall a Secure Global Desktop team or you may want to uninstall Secure
Global Desktop from a single server which has one or more roles installed on it and is a part of a
Secure Global Desktop team.

Uninstall Secure Global Desktop
Team

You can uninstall all the servers in a Secure Global Desktop team from the Management Console.
To remove a Secure Global Desktop team:

1. Using the Management Console, in the Remove Server sequence from the
Manage>Servers>Remove Server page, select all the servers.

2. You should use one of the following options while removing the server to remove the
software from the server:
* Now, to drop any open client connections and remove it immediately.
* When Safe, to remove the server when there is no adverse impact on the environment.
This removes the Secure Global Desktop software from the servers and also removes the server

information related to all servers from the Secure Global Desktop database. For more information
on using the Management Console, refer to the Secure Global Desktop Administrator Guide.

! NOTE

Some of the servers may restart after the uninstall.

Uninstall Secure Global Desktop
from aserver in a Team

You can remove a single server from the Management Console as mentioned in "Uninstall Secure

Global Desktop Team" (Page 3) by selecting that server in the Remove Server sequence. If the
Console is not available, you can uninstall the Secure Global Desktop software from the server by
using the Windows Add/Remove Programs utility.
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! NOTE

You must have the Web Server, Application Server, and Load Balancer roles installed on
at least one server for the Secure Global Desktop team to be functional.

To uninstall Secure Global Desktop from a server:
1. Select Start>Settings>Control Panel>Add/Remove Programs.
2. Select Tarantella Application Management and click Remove.
3. Click Yes on the confirm dialog box to remove the program.
4. Select the program Secure Global Desktop and click Remove.
5. Click Yes on the confirm dialog box to remove the program.

This removes the Secure Global Desktop software from the server, but the server still remains in
the Secure Global Desktop database.

! NOTE

If required, you can restore the server by using the procedure in "Restoring a Team" (Page
33).

To remove the server from the Secure Global Desktop database, when the Management Console
becomes available again, remove the server using Manage>Servers>Remove Server page.
Select the Remove from database option in the Remove Server sequence.
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About Us

What’sin this chapter?

This chapter provides information about Tarantella Inc. and Secure Global Desktop.

About Tarantella

Tarantella, Inc. (NASDAQ:TTLAE) is a leading provider of purpose-built application access and
deployment software to nearly 12,000 customers' sites worldwide. Tarantella enables
organizations to access and manage information, data and applications across all platforms,
networks and devices. Tarantella bridges the gap between vendors, ensuring that customers have
complete access to business-critical information. Using Tarantella's software, customers realize
the benefits of secure corporate data, maximizing return on existing IT assets and improved
productivity. The company markets its products through key industry partnerships and a worldwide
network of consultants and resellers. Tarantella is headquartered in Santa Cruz, California.

About Secure Global Desktop from
Tarantella

Secure Global Desktop makes central deployment and management of server-based Windows
applications simple, intelligent, and cost effective. Serving both enterprises and service providers,
Secure Global Desktop increases the efficiency of IT operations and improves business
performance.

Other sources of information

You can find more information, as follows:
TABLE 3. Sources of information and their availability

Source Availability

Tarantella Inc. +1 831 427 7222

Technical Support Center Visit www.tarantella.com/support

Local Sales Office Visit http://www.tarantella.com/about/offices/
Email to Tarantella info@tarantella.com

Tarantella on the Web http://www.tarantella.com
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